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Executive Summary 

 

Overview: 

CVE-2026-22755 affects certain VIVOTEK products that have reached End-of-Life (EOL). 

These products are no longer under active security support. Based on the current assessment, 

currently supported VIVOTEK products are not affected by this vulnerability. 

 

Affected Products: 

Product Models Affected Firmware Versions 

FD8365EHV, FD8365HV, FD9165-HT, 
FD9171-HT, FD9187-H, FD9187-HT, 
FD9189-H, FD9189-HM, FD9189-HT, 
FD9365-EHTV, FD9365-HTV, FD9365-HTVL, 
FD9371-EHTV, FD9371-HTV, FD9381-EHTV, 
FD9381-HTV, FD9387-EHTV, FD9387-EHV, 
FD9387-HTV, FD9387-HV, FD9389-EHMV, 
FD9389-EHTV, FD9389-EHV, FD9389-HMV, 
FD9389-HTV, FD9389-HV, FD9391-EHTV 

0100a, 0106a, 0106b, 0107a, 0107b_1, 
0109a, 0112a, 0113a, 0113d, 0117b, 0119e, 
0120b, 0121, 0121d, 0121d_48573_1, 
0122e, 0124d_48573_1, 012501, 012502, 
0125c 

FE9180-H, FE9181-H, FE9191, FE9381-
EHV, FE9382-EHV, FE9391-EV, FE9582-
EHNV 

Same as above 

IB9365-EHT, IB9365-HT, IB9365-LPR, 
IB9371-EHT, IB9371-HT, IB9381-EHT, 
IB9381-HT, IB9387-EH, IB9387-EHT, IB9387-
H, IB9387-HT, IB9387-LPR, IB9389-EH, 

Same as above 
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IB9389-EHM, IB9389-EHT, IB9389-H, 
IB9389-HM, IB9389-HT, IB9391-EHT 

IP9165-HP (3.6-17 mm), IP9165-HP (No-
Lens), IP9165-HT (3.9-10 mm), IP9165-HT 
(No-Lens), IP9165-LPC (9-50 mm), IP9165-
LPC (12-40 mm), IP9165-LPC (No-Lens), 
IP9165-LPR, IP9165-LPR (9-50 mm), 
IP9165-LPR (12-40 mm), IP9171-HP, IP9171-
HT, IP9172-LPC (Freeway), IP9181-H (4.1-9 
mm), IP9181-H (No-Lens), IP9191-HP (3.9-
10 mm), IP9191-HP (No-Lens), IP9191-HT 
(3.9-10 mm), IP9191-HT (No-Lens), IT9389-
H, IT9389-HT, IT9389-H-V2, MA9321-EHTV, 
MA9322-EHTV, MS9321-EHV, MS9390-HV, 
TB9330-E (8.8 mm), TB9330-E (19 mm), 
TB9330-E (35 mm), TB9330-E (50 mm) 

Same as above 

 

Product Status: The affected products listed above have reached End-of-Life (EOL), and 

security support is no longer provided for these models. 

 

Impact Assessment: CVE-2026-22755 affects EOL products only. Currently supported 

products are not affected. 

 

Workaround: 

VIVOTEK recommends that customers follow standard security best practices, including 

deploying devices in trusted network environments, restricting network exposure, and limiting 

access to authorized users only. 

Solution: 

Replace affected EOL products with currently supported models. Customers should refer to 

successor products or contact a VIVOTEK sales or support representative for replacement 

options. 
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