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VIVOTEK Product Security Advisory

Advisory ID: VVTK-SA-2019-003

CVE ID: CVE-2019-11477, CVE-2019-11478, CVE-2019-11479
First Published: September 6, 2019

Last Update: September 6, 2019

Status: Partial Fixed

Revision: 1

Overview:

CVE-2019-11477, CVE-2019-11478 and CVE-2019-11479 allow remote attackers to
conduct denial-of-service attacks. For more information please check following URL.
https://github.com/Netflix/security-bulletins/blob/master/advisories/third-party/2019-001.md

Affected Products:
Network Camera:

All Network Camera Series using firmware prior to XXXXXX-VVTK-0X20a.

NVR:
ND Series: ND9541, ND9441, ND9541P, ND9441P, NV9411P, NV9311P, ND8212W, ND8312,
ND9312, RX9401, ND9322P, ND9424P.
NR Series: Not affected.

Workarounds:
None.

Solution:
Network Camera:
Please upgrade firmware to XXXXXX-VVTK-0X20a_SA2019002 or above.

NVR:
Still in progress.
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